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SUMMARY 

From 20th September to 25th September there was a network outage which disrupted SHDC and 

the wider Partnership services reliant upon external internet connectivity. Whilst the ICT 

network outage was an inconvenience and it did result in Business Continuity arrangements 

being enacted in some services, on the whole services continued to operate. 

The result was due to a fault with our internet provider and affected a number of Councils 

across the Midlands. 

This report considers the Major Incident Review (Interim) led by PSPS and the Business 

Continuity De-brief. 



The Panel are asked to consider the findings of this report. 

 

 

RECOMMENDATIONS 

That Panel consider the report and findings to date, making any recommendations that they see 

appropriate. 

 

REASONS FOR RECOMMENDATIONS 

The Panel has requested a report on the incident and subsequent findings for its consideration. 

 

OTHER OPTIONS CONSIDERED 

Do nothing 

 

1. REPORT 

 

1.1 From 20th to 25th September, South Holland District Council, along with Boston Borough 

Council and East Lindsey District Council, and other organisations in the region, were 

impacted by a significant internet access outage. Whilst this was an inconvenience and did 

result in business continuity arrangements being enacted in some services, others were 

able to continue to operate. 

1.2 All three Councils are supplied their external (internet) connectivity and therefore their 

Public Services Network (PSN), by the organisation, EMPSN.   This arrangement is through a 

Lincolnshire County Council contract. EMPSN use a company called Nasstar/KCom to 

provide this connectivity. 

1.3 This is the first time that PSPS and the Council have seen a network outage impacting all 

Partnership Council sites simultaneously. This was further compounded by an unconnected 

mobile phone network issue affecting the South Holland area at the same time.  

1.4 Impacts of the network outage were varied across the Partnership, with many Officers in 

South Holland retaining email and Microsoft Teams capability. However, many of the 

internet-based systems were unavailable during this time.  

1.5 When it was apparent that this was becoming a business continuity issue, an Incident 

Management Team was formed consisting of PSPS and relevant Senior Officers from the 

South & East Lincolnshire Councils Partnership. Support was also provided by Lincolnshire 

County Council Emergency Planning Team. The group received regular reports from ICT on 

the status of the issue and met regularly to manage the incident. Actions arising from the 

group included:  

• Agreeing and overseeing communications to staff, Members, and the public 

• Identifying and prioritising critical services activities and potential impact on 

contracts 

• Planning for any longer-term impacts and backlogs of work 

.  



1.6 PSPS ICT have carried out a Major Incident Review, in conjunction with the suppliers, and 

their interim findings are outlined below.    

• The issue was caused by a fault with one of the BT circuits supplying the KCOM 

services which was only identified during resiliency testing. 

• A number of measures were attempted by the supplier to resolve the issue as they 

worked through it in a methodical manner 

• The BT circuit and supporting infrastructure had been “up” and powered for a 

number of years 

• KCom/Nasstar have not had this type of outage in over 20 years 

In terms of future mitigation, the world of technology is fast paced with ongoing 

advancements.  It is worth nothing the following points: 

• A resilient line will not provide PSN services. 

• The risk regarding single points of failure have been (and continue to be) present on the 

risk registers and even with mitigation at the connectivity layer there are still likely to be 

some single points of failure 

• More applications are moving to cloud providers and with the ability of colleagues to 

work in an agile manner from non-office locations, alternate opportunities may exist to 

maintain services during such outages where cloud technology is being used. 

 PSPS have suggested the following options are available for consideration and are presently 

being costed: 

1) Do nothing given the likelihood of a similar event in the future is slim. 

2) Invest in a resilient outbound internet feed provided via an alternate provider  

3) Invest in a resilient outbound/inbound internet feed with failover technology to 

reduce manual intervention requirements  

4) Invest in a resilient PSN connection 

5) Invest in resilient intersite link 

1.7 A Business Continuity De-brief was conducted to understand the impact on Partnership 

Council services, how the Partnership responded, and any lessons learned. The key findings 

are outlined below: 

• ICT were praised for their handling of the incident and their participation in the 

Incident Management Team  

• Managers acknowledged the support provided by the ICT helpdesk when requested, 

particularly in helping to identify workarounds for critical service activities 

• Staff were generally very satisfied with the frequency and content of the 

communications issued 

• Communications were issued to the public in a timely manner via a range of 

channels 

• Staff understood that the incident was outside the control of PSPS and SHDC, 

although this made it difficult to understand the likely duration of the incident 

• The network outage led to a backlog of work in some areas, although Managers 

were able to plan for this 

• Consideration was given to security and safety at all times, and key decisions and 

risks were logged 



• Some felt that more detailed communication on which systems were impacted 

across the Partnership would have been useful, and more information about 

potential workarounds 

• Staff and Managers were very patient during this disruption and in some cases 

worked across teams to support each other 

• Whilst it is acknowledged that some facilities such as web forms were not available 

during this time, no formal customer complaints were received by the Council and 

Service Managers that engaged in the De-brief also reported they were not aware of 

customer complaints. 

• The Partnership between the Councils and with PSPS strengthened our collective 

ability to respond to this incident.  A good example of this was when Boston’s Call 

Centre phone system went down during the incident, the calls and Customer Service 

Advisors could pick up calls at South Holland. 

 

1.8  The key recommendation arising from the Business Continuity De-brief is that all services 

should ensure they have reviewed their Business Continuity Plans for critical activities. A 

Business Continuity Plan is a plan held by each service area, identifying critical activities and 

risks and how these can be managed during an incident or emergency. These should be 

reviewed periodically; however it is advised that this is done now so that Managers can 

update Plans with any learning from this incident.  This is also a chance to review them in 

the context of the Partnership and the resilience that brings.  Further communications will 

be sent to managers on this including how they can access support. 

 

2. CONCLUSION 

 

2.1 This report reflects the learning to date from the incident and recognises that further work 

is being carried out to develop options to be considered by the Council/Partnership to help 

prevent/mitigate the impact should such an incident occur again.   

2.2 The key business continuity recommendation regarding the revision of Business Continuity 

Plans is being taken forward. 

 

EXPECTED BENEFITS TO THE PARTNERSHIP 

All three Councils within the Partnership were impacted by the network outage, therefore the 
incident was managed jointly with an Incident Management Team being formed from senior 
managers across the Partnership and PSPS. The investigation carried out by PSPS and the options 
appraisal, which is being developed, will inform all three Councils. 
 
The review of Business Continuity Plans will be given oversight by the Partnership Emergency 
Planning and Business Continuity Strategic Group. 
 
 
IMPLICATIONS 

SOUTH AND EAST LINCOLNSHIRE COUNCILS PARTNERSHIP 

None 



CORPORATE PRIORITIES 

This work supports the corporate priority of “Our Council”  

STAFFING 

None 

CONSTITUTIONAL AND LEGAL IMPLICATIONS 

None 

DATA PROTECTION 

None 

FINANCIAL 

There are no financial implications arising directly from this report, although financial 
consideration will need to be given to any future decisions regarding any changes to the IT 
infrastructure.  
 
RISK MANAGEMENT 

The recommendation to review Business Continuity Plans is important to mitigate any future risks 

to the Partnership from network failure. 

STAKEHOLDER / CONSULTATION / TIMESCALES 

Key stakeholders including the network provider, Lincolnshire County Council and Service 

Managers have been consulted during the de-brief and investigation process. 

REPUTATION 

The Council faces reputational risk if service delivery is impacted. It is therefore essential that the 

lessons learned from the de-brief and investigation are fully considered and implemented as 

appropriate.  

CONTRACTS 

The ability to manage and deliver contracts was considered during the Incident Management 

meetings and afterwards during the de-brief process.  

CRIME AND DISORDER 

None 

EQUALITY AND DIVERSITY/ HUMAN RIGHTS/ SAFEGUARDING 

None 

HEALTH AND WELL BEING 

None 

CLIMATE CHANGE AND ENVIRONMENTAL IMPLICATIONS 

None 

LINKS TO 12 MISSIONS IN THE LEVELLING UP WHITE PAPER  



 

MISSIONS 
This paper contributes to the follow Missions outlined in the Government’s Levelling Up White 

paper. 

Digital 
Connectivity 

This report recognises the importance of digital connectivity and the need 
to maintain and improve digital Council services 

 

ACRONYMS 

EMPSN – East Midlands Public Service Network 

PSN – Public service Network 

PSPS – Public Sector Partnership Services Ltd 

 

APPENDICES 

Appendices are listed below and attached to the back of the report: - 

None  

 

BACKGROUND PAPERS 

No background papers as defined in Section 100D of the Local Government Act 1972 were used 

in the production of this report. 

 

 

CHRONOLOGICAL HISTORY OF THIS REPORT 

A report on this item has not been previously considered by a Council body. 
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